D4.1 SPIRIT PLATFORM (FIRST VERSION)

Revision: v.1.0

Work package

WP 4

Task Task 4.1, 4.2, 4.3, and 4.4
Due date 30/09/2023
Submission date 31/12/2023

Deliverable lead

Deutsche Telekom

Version

1.0

Authors

Vivien Helmut - Editor (DT), Jeroen van der Hooft, José Santos (IMEC), Nick Turay
(EDD), Christoph Stielow (TSI), Peter Hofmann (DT-Sec), Sergio Tejeda Pastor
(Fraunhofer), Hermann Hellwagner, Minh Nguyen, Shivi Vats (UNI-KLU), Peng Qian
(SURREY)

Reviewers

Tim Wauters (IMEC)

Abstract

This report documents the integration activities of the project, with a focus on the
actual software development of the first version of the SPIRIT system platform for
supporting heterogeneous telepresence use case applications and components. This
process is driven by the development and integration of a set of project-designated
use cases, system validation and testing.

Keywords

Development, telepresence, holographic communication, testing, evaluation.

www.spirit-project.eu

Grant Agreement No.: 101070672 Topic:  HORIZON-CL4-2021-HUMAN-01-25
Call: HORIZON-CL4-2021-HUMAN-01 Type of action: HORIZON-RIA




SPIRIT | D4.1: SPIRIT Platform (First Version) V1.0

Document Revision History

éfs PIRIT

Version

Date

Description of change

List of contributor(s)

V1.0

31/12/2023

First published version

Jeroen van der Hooft, José Santos (IMEC), Nick
Turay (EDD), Vivien Helmut (DT), Christoph
Stielow (TSI), Peter Hofmann (DT-Sec), Sergio
Tejeda Pastor (Fraunhofer), Hermann Hell-
wagner, Minh Nguyen, Shivi Vats (UNI-KLU),
Peng Qian (SURREY)

DI SCLAI

ME R

The information, documentation and figures available in this deliverable are written by the
"Scalable Platform for Innovations on Real-time Immersive Telepresence" (SPIRIT) pr oj ect 6s
consortium under EC grant agreement 101070672 and do not necessarily reflect the views of
the European Commission.

The European Commission is not liable for any use that may be made of the information con-
tained herein.

COPYRI G

HT NOTI CE

© 2022 - 2025 SPIRIT Consortium

Project co-funded by the European Commission in the Horizon Europe Programme

Nature of the deliverable:

to specify R, DEM, DEC, DATA, DMP, ETHICS, SECURITY, OTHER*

Dissemination Level

PU Public, fully open, e.g. web (Deliverables flagged as public will be automatically publi- v
shed in CORDIS projectds page)
SEN Sensitive, limited under the conditions of the Grant Agreement

Classified R-UE/ EU-R

EU RESTRICTED under the Commission Decision No2015/ 444

Classified C-UE/ EU-C

EU CONFIDENTIAL under the Commission Decision No2015/ 444

Classified S-UE/ EU-S

EU SECRET under the Commission Decision No2015/ 444

* R: Document, report (excluding the periodic and final reports)

DEM: Demonstrator, pilot, prototype, plan designs

DEC: Websites, patents filing, press & media actions, videos, etc.

DATA: Data sets, microdata, etc.

© 2022-2025 SPIRIT Consortium Page 2 of 118

Funded by the Horizon Europe
Framework Programme of the European Union



https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX:32015D0444
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX:32015D0444
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX:32015D0444

SPIRIT | D4.1: SPIRIT Platform (First Version) V1.0

DMP: Data management plan
ETHICS: Deliverables related to ethics issues.

SECURITY: Deliverables related to security issues

OTHER: Software, technical diagram, algorithms, models, etc.

© 2022-2025 SPIRIT Consortium Page 3 of 118

=
9:.8P
¥

Funded by the Horizon Europe
Framework Programme of the European Union

IRIT



SPIRIT | D4.1: SPIRIT Platform (First Version) V1.0 5‘1?5 PIRIT

EXECUTI VE SUMMARY

Telepresence can be seen as the next generation of communication applications that will si-
gnificantly enrich the human-to-human and human-to-machine experience, blurring the boun-
daries between the physical and virtual worlds. Until now, telepresence solutions have been
high-end, expensive, and quite conventional audio and video conferencing systems. However,
the last decade has seen intensive research and development on VR/AR/XR technologies and
applications that have significantly improved the state of the art.

The goal of the SPIRIT project is to realise Europe's first multi-site, interconnected framework
dedicated for supporting the operation of heterogeneous collaborative telepresence applica-
tions at large scale through relevant technology innovations.

This report is a SPIRIT deliverable of the work package4 A Pl at f or m Devel
and Val i grasentsdhe first vedsibn of the SPIRIT Platform. The work mainly focuses
on the actual software development of the SPIRIT system platform for supporting heteroge-
neous telepresence use case applications and also the integration of the platform with the
distributed, interconnected network infrastructures underneath. This process is driven by the
development and integration of a set of project-designated use cases.

This report

A provides an overview of the 5G testbeds in Surrey and Berlin, e.g. the available 5G net-
work infrastructure and the computing power of the Edge Cloud located there.

A lists partner components that were integrated into the testbeds during the project and
documents the findings of this integration process.

i

covers the implementation of partner use cases, integration of the platform components,
and the description of the necessary adjustments for a smooth integration into the test-
beds, as well as a look ahead to how these components might find use in various scena-
rios, such as third-party applications.

i

specifies an approach for deployment of Confidential Computing-protected VMs to ensure
dat a o wn e ofipersomaldata. r o |

b

presents the subjective Quality of Experience (QoE) tests conducted by partners to as-
sess the impact of quality, quality switching, viewing distance, and content characteristics
on the perception of point clouds in AR environments.

The initial work consisted of integrating the partner components into a common testbed envi-
ronment. In the next step, the two testbeds are connected so that the use cases, application
frameworks can be deployed and validated across the testbeds.

In parallel, an Open Call will be launched inviting third parties to realize their telepresence use
cases experimentally. The platforms and components described in this document are available
for this purpose and can be integrated into their use cases. The results from the experiments
will be used by the project to improve the existing partner components and to develop new
innovative components or connections.

There will be two more iterations of this document. In the next iteration, further enhancements
and improvements added to the first version of the SPIRIT platform will be documented in a
second version and at the end of the project a report about the final version of the SPIRIT
platform is planned.
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JANET Joint Academic Network

JISC Joint Information Systems Committee (UK)
KVM Kernel-based Virtual Machine

LTE Long-Term Evolution

MEC Multi-access Edge Computing

MOS Mean Opinion Score

MPEG Moving Picture Experts Group

MR Mixed Reality

MRTK Mixed Reality Toolkit

MSE Mean Squared Error

NAS Network Attached Storage

NTN Non-Terrestrial Network

(O Operating System

OVA Open Virtualization Appliance

OVF Open Virtualization Format

OVMF Open Virtual Machine Firmware

PBKDF2 Password-Based Key Derivation Function 2

P2P Peer-To-Peer

PC Point cloud

PCC Point cloud compression

PLCC Pearson Linear Correlation Coefficient
PLMN Public Land Mobile Network

PSP Platform Secure Processor

PU Public

QCOwW2 QEMU-Format Copy On Write 2

QMP Qemu Management Protocol
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QoE Quiality of Experience

QP Quantization Parameter

RAM Random Access Memory

RAN Radio Access Network

RAT Radio Access Technology

RGB Red Green Blue

RE Restricted

REST Representational State Transfer
RMSE Root Mean Squared Error

SA Standalone

SEV Secure Encrypted Virtualization

SDK Software Development Kit

SDN Software-Defined Networking

STUN Session Traversal Utilities for NAT
SME Small and Medium Enterprises

SNMP Simple Network Management Protocol
SRCC Spearmanés Rank Correlation Coefficient
SSH Secure Shell

T-QP Texture Quantization Parameter

TAR Tape Archive

TCB Trusted Computing Base

TCP Transmission Control Protocol

TMC2 Test Model Category 2

3D Three-dimensional

TLS Transport Layer Security

2D Two-dimensional

UAV Unmanned Aerial Vehicle

UEFI Unified Extensible Firmware Interface
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ul User Interface

UKRI UK Research and Innovation
URL Unified Resource Location
URLLC Ultra-Reliable Low-Latency Communications
UNI-KLU University of Klagenfurt

VM Virtual Machine

VMM Virtual Machine Manager

VPN Virtual Private Network

VR Virtual Reality

WebRTC Web Real-Time Communication
YAML YAML Ain't Markup Language
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1 INTRODUCTI ON

Telepresence can be seen as the next generation of communication applications that will si-
gnificantly enrich the human-to-human and human-to-machine experience, blurring the boun-
daries between the physical and virtual worlds. Such systems are expected to fundamentally
change the way people communicate and collaborate with each other in various sectors such
as education, training, entertainment, retail, healthcare, manufacturing and many others. The
further development of telepresence services will contribute significantly to increasing society's
resilience to environmental disasters, boosting industrial productivity and improving energy
efficiency, thanks to changes in people's lifestyles and work habits.

Until now, telepresence solutions have been high-end, expensive, and quite conventional au-
dio and video conferencing systems. However, the last decade has seen intensive research
and development on VR/AR/XR technologies and applications that have significantly improved
the state of the art. This has led to interesting immersive telepresence and/or collaboration
systems, some of which are still in the research stage. Due to their complexity, cost, data
compression, and bandwidth requirements, these solutions have not scaled yet.

The mission of the SPIRIT project is to put real-time immersive telepresence into practise by
researching, integrating, and further developing state-of-the-art immersive telepresence tech-
nologies, components and platforms to create Europe's first multi-site and interconnected fra-
mework able to support the operation of heterogeneous collaborative telepresence applica-
tions at large scale.

1.1 PURPOSE OF THE DOCUMENT

This report is the first version of the tested and validated SPIRIT platform with all currently

available components and interfaces. It is one part of a bundle of deliverables providing insight

in the projectos use cases, requirement s, arch
enablers, and the integrated SPIRIT platform:

A D2.1 f

si ofd]) o
A D3.1 fAlnnovation Pl atfom Enablers (First Vers
A D4.1 ASPIRIT Platfdg3dlm (First Version)o

Use Case Requirement s, System Architect

On the one hand it reflects the ongoing work within the project especially the tasks:
A Platform development - implement and/or enhance all platform components and inter-
faces.

A Technical integration and validation i integrate the components of the different project
partners to form an overall platform demonstrator.

A Use case development and integration - ensures the development of the project-desi-
gnated use cases and their integration with the underlying platform available.
A User experience evaluation and usability validation - provide and test quality of expe-

rience (QoE) metrics and procedures to assess immersive telepresence solutions and
support of Open Call experiments.
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On the other hand, it provides the applicants of the first Open Call with insights regarding the
components available to enhance their use cases, and identify complementary components to
the SPIRIT platform, which they may want to provide to the overall SPIRIT goal.

There will be two more iterations of this document. In the next iteration, further enhancements
and improvements added to the first version of the SPIRIT platform will be documented in a
second version and at the end of the project a report about the final version of the SPIRIT
platform is planned.

1.2 STRUCTURE OBOCIUHMENT

The sections of the report at hand are organised in the following manner:

The chapter 2 firestbedso provides an overview of the testbeds in Surrey and Berlin, e.g. the
available 5G network infrastructure and the computing power of the EdgeCloud located there.

The chapter 3 fPlatform componentsolists parther components that were integrated into the
testbeds during the project and documents the findings of this integration process.

The chapter 4 fimplemented Use Caseso covers in detail the implementation of use cases,
which are described in detail in [1]. On the one hand, the integration of the platform compo-
nents into the use cases and the description of the necessary adjustments for a smooth inte-
gration into the testbeds are provided and, on the other hand, a look ahead to how these
components might find use in various scenarios, such as third-party applications, is presented.

The chapter 5 fiSecurity Development and Technical Integrationd s p e aniafdproaetsfor the
deployment of Confidential Computing-protected virtual machines (VM) on bare metal servers

(either on-premise or in the cloud) where privates keys for managing VMs never leave the data
owner s control and specifically do not need to
dix A is a manual to setup and make use of the Confidential Computing.

The chapter 6 "Quality of Experience Evaluationopresents the subjective tests conducted by
partners to assess the impact of quality, quality switching, viewing distance, and content cha-
racteristics on the perception of point clouds in AR environments. The output of this work in-
cludes (i) a platform for subjective quality assessment in AR environments, (ii) a dataset of
rating scores that can be used for training and validating future QOE models as well as the
results (findings) of the subjective tests that produced these rating scores, and (iii) a machine
learning based QoE model. In appendix B is the Subjective Test platform described.

The chapter 7 fiConclusionsoconcludes the document.
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2 TESTBEDS

This section provides an overview of the testbeds in Surrey and Berlin, e.g. the available 5G
network infrastructure and the computing power of the EdgeCloud located there.

21 SURREY

2.1.1 General Information on University of Surrey Testbed

The UK site facility is managed by the 5G/6G Innovation Centre at the University of Surrey, in
Guildford (Surrey). The testbed offers 5G infrastructure including campus-wide 4G/ Long-Term
Evolution (LTE)and 5G/New Radio (NR) based radio access network, virtualised 4G and 5G
core network, managed Software-Defined networking (SDN) and fibre external connectivity,
as well as Unmanned Aerial Vehicle (UAV) and satellite systems.

The testbed supports domestic (UK) projects as well as European and International projects.
Recent examples thereof are European Space Agency (ESA) 5G-TINA and SUNRISE 5G Pi-
lot, Department for Digital, Culture, Media, and Sport (DCMS) Flex5G and FONRC TUDOR

and UK Research and Innovation (UKRI) UK India (UKI-FNI). Small and medium enterprises

(SMEs) are also in a partnership with the centre, in order to use the testbed to test different
aspects of 5G-and-beyond technologies, such as Non-Terrestrial Network (NTN) communica-
tions, high accuracy time synchronization, network slicing, management and orchestration,
flexible network functions disaggregation and energy efficiency.

The 5G/6GIC site offers a multi-Radio Access Technology (RAT) radio access network cove-
ring the University Surrey campus over four square kilometres and several off-campus loca-
tions where coverage is provided. It features both outdoor and indoor base radio units, sup-
porting a mix of 4G/LTE and 5G/NR technologies, as shown in Figure 1. These base stations
are used to showcase both 5G standalone (SA) and non-standalone (NSA) mobile network
deployment scenarios and are currently used to support projects and research activities requi-
ring traditional Radio Access Network (RAN) deployments.

FIGURE 1: 5G TESTBED IN UNIVERSITY OF SURREY
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2.1.2 Testbed Infrastructure

In the 5G testbed, the outdoor coverage consists of 40 LTE sites with 23 centralised BBUs
hosted in 5G/6GIC, supporting 2.6GHz band 28 and 38 for a total of 120 cells. Furthermore,
there are 3 outdoor NR sites in the 3.5GHz band n78 for a total of 9 cells and another 3 sites
in the 3.7GHz band n77 consisting of 3 cells, with respectively, 3 and 2 centralised BBUs
hosted in machine rooms in 5G/6GIC. Concerning infrastructure, as shown in Figure 2, the UK
trial network hosts two machine rooms hosting physical computing infrastructure and broad-
band units (BBUs) for both 4G and 5G, as well as both hardware and software-defined net-
working equipment. The UK trial network is interconnected with several UK and international

sites via JI SC6bs JANET net wor k, as wel | as

features additional equipment such as connected autonomous vehicles for C-V2X scenarios,
UAV systems for scenarios of emergency pop-up networking, a prototype URLLC integrated
setup used to demonstrate low latency use cases of up to 6K users.

SITE 1 SITE2
[
SITEQ &

ne l#sc

SATELLITE SATELLTE — C-/B
GATEWAY TERMINAL

FIREWALL

4G MACHINE ROOM ] 5G MACHINE ROOM INTERNET

(o5 R e om0 EGSEER
COMPUTING COMPUTING COMPUTING COMPUTING
Emm i S G
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switcH i
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/ \ J
2 5
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FIGURE 2: INFRASTRUCTURE AND CONNECTIVITY

Regarding the Holographic server and client connecting via 5g network, Figure 3: Holographic
server and client connected via 5G network displays their hardware and software components.
At left side, the holographic server application is deployed on 5G MEC server which is a Dell
Precision 7960 XCTO base machine. In this machine, it has two Nvidia GeForce RTX A6000
video card with 48 GB memory, a system memory at 256GB and three hard drive disks. On
this machine, Windows 11 Pro for workstations is installed with the CUDA library to provide
hardware acceleration to the application server software. On system containers like Ubuntu
can be enabled in the embedded containers, with same ability to access video card resources.
This machine is directly connected to 5G network, and the 10G network interface can effecti-
vely receive raw hologram frame from clients. At the client side, two Dell Alienware R15 PCs
are deployed with livescan3d client application to fetch raw hologram frame from camera. The
CPU is Intel Core i9 13900KF 24 cores. The video card is NVIDIA GeForce RTX 4090 with
24GB memory. The system memory is 32 GB and hard disk spaces is 1TB + 1TB. With the
local connectivity to 5G Customer Premises Equipment (5G CPE), the raw data can be strea-
med to 5G MEC server.
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Windows 11 Home

Livescan3d client

indows 11 Pro for workstations
Application
Ubuntu in Sen’?r Ray Hologram frame from source 1

wsL2 =
Ubuntu in :
wsLz ﬁ Hologram frame from source n

Ubuntu in

Windows 11 Home

Livescan3d client

FIGURE 3: HOLOGRAPHIC SERVER AND CLIENT CONNECTED VIA 5G NETWORK

2.1.3 Onsite Use Cases

During the SPIRIT Project the University of Surrey has worked together with the other SPIRIT
partnersto bringt h e u s enuli-sowoe livé teleportation with ME C s u pupecaseésado

the testbed and make them available for open call participants. Detailed information can be

found in in the use case descriptionsof D2 . 1 fiUse Case Requirements,
and Interface Defi[ffition (First Version)o

2.1.4 Onsite Collaborative Opportunities

There are two ways to col |l abor ataeontainet-dasedap+ r ey 6 s
plication at a specific 5G core slice with a MEC server to utilize the GPU resources, and 5G

access and a public internet connection. 2) Deploy a standalone application and just use the

5G connectivity for the user to access the public internet. For the first case, an executable

application server program can be deployed in one of the containers. The user device (e.g.,

5G phone or HoloLens with 5G phone tethering) of the application which is the content receiver

then can connect to 5G radio or another public Internet address to exchange application mes-

sages and receive application data from the container server. In the second case, one or mul-

tiple devices can access the public Internet through the 5G radio network and can therefore

connect to any remote application server deployed at the public internet.
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FIGURE 4: LOCATION OF DEUTSCHE TELEKOM TESTBED
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2.2.1 General Information Deutsche Telekom Testbed

The Deutsche Telekom 5G Testbed is located in Berlin, Germany at
the ASIiemensstadt Squareo district ®
rates with the Werner von Siemens Centre and various other partners
coming from industrial, public and educational sectors. The research ; -
factory is situated in the same old building as the siemens dynamo e
factory, which started its production in the early 1900s and is still ac-

tive up to today. Many different partners experiment and cooperate :

on innovative topics right next to the actual factory. We are looking -
into a wide range of topics, including new and innovative manufactu-

ring techniques, advanced transportation and mobility solutions, the

shift towards more sustainable energy sources and many other inte-

resting areas.

BERLIN

FIGURE 6: LAB FLOOR WERNER VON SIEMENS CENTER

2.2.2 Testbed Infrastructure

Together with the SPIRIT Project, Deutsche Telekom is opening its Future Factory for partners.
The site offers an area of around 500 m? outdoor space and 1000 m? indoor space. The indoor
area as well as the outdoor area is covered by a private 5G Standalone Network. The 5G
network is configured for the 3.7- 3.8 GHz industrial spectrum and has been approved by the
German Federal Network Agency. The virtualized 5G core supports the 3GPP standard up to
Release 16. The indoor space is also partly covered with WIFI5 and WIFI6 and can be used

Ut sch

FIGURE 5: LOCATION OF TESTBED IN

to connect devices that ar en 0 providedpyan édgesenfer 5G. Co

that is located on premise and is connected via fibre to the 5G Network. The server runs con-
tainerized applications in a Kubernetes cluster. There are two Nvidia T4 16GB Graphic Cards,
96 GB of RAM and 24 Cores (3 x Intel(R) Xeon(R) Gold 6226R CPU @ 2.90GHz) available in
the cluster that are being shared between all tenants.
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FIGURE 7: NETWORK INFRASTRUCTURE

2.2.3 Onsite Use Cases

During the SPIRIT Project the Deutsche Telekom has worked together with the other SPIRIT
partners to bring three contributions and use cases to the testbed and make them available for
open call participants:

A Real-Time Animation and Streaming of Realistic Avatars

A Holographic Human-to-Human Interactions
A Network aware Kubernetes Scheduler

Furthermore the ADistributed Steeri negaseisexAut onon
clusively available in the Deutsche Telekom Testbed. Detailed descriptions of these use cases

can be found in the use case descriptionsof D2 . 1 fAiUse Case Requirements,
ture and I nterface 0OBfinition (First Version)o

2.2.4 Onsite Collaborative Opportunities

Participants can deploy their software on our local edge cloud. To do so they get a dedicated
access to the Rancher Ul, our Kubernetes management platform, to remotely deploy and ma-
nage their applications in the cluster. The Platform is accessible from the internet and gives
partners the opportunity to deploy their software without the need of being onsite. The Platform
uses multitenancy for ensuring both privacy and security. For this we use namespaces, which
are divided into Rancher projects. Each project contains users divided by access levels within
the project (we can configure an individual set of permissions or choose from predefined: Ow-
ner, Member, Readonly). Access to the storage is also possible only within the namespace\pro-
ject.

Also for each project we can limit the allocation of resources (CPU, RAM, etc.).
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For testing and collaboration, participants of the SPIRIT Project will have the possibility to
make appointments for onsite visits. In general, except when otherwise stipulated, Participants
are supposed to bring their own devices to the testbed to test their use case. We offer three
ways to connect these devices to our network:

A 5G: We will provide a SIM Card that is configured for the local 5G network

A WIFI: We help connecting to an access-controlled WiFi

A LAN: We will provide an ethernet port to connect to the cluster

As not all 5G devices are able to connect to our private 5G network, we can provide a list of

devices that are capable of doing so.

There is a managed firewall active inside the cluster, which is why network traffic needs to be
approved and configured.

B bertinwysckas All Namespaces < '

Kubect! Shell (Ctrl+)

Cluster Dashboard

Use the new Cluster Tools to manage and install Monitoring, Logging and ather taols

Provider: K3s Kubernetes Version: v1.21.5 Created: 393 days ago

Total Resources Deployments

Capacity

Pods
Used

Scheduler Cantroller Manager

FIGURE 8: KUBERNETES MANAGEMENT PLATFORM
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3 PLATFORM COMPONENTS

The section lists partner components that were integrated into the testbeds during the project
and documents the findings of this integration process.

31 LI VE MQURCE HOLOGRAPHI C STREAMI NG

This section is about the components supporting applications using live teleporting people from
remote internet locations to a common virtual space of the audience such that the audience
can have the immersive and multisensory perception that everyone is located in the common
physical scene.

3.1.1 Deployment of the Frame Render and Synchronization Function

There are two key components for enabling a multi-source live volumetric streaming applica-
tion: a frame synchronization function and a RESTful interface to accept runtime parameter
settings and queries (as shown in the orange block in Figure 9). The frame synchronization
function is responsible for rendering holographic frames from multiple independent sources.
For frames from different sources, the MEC server can distinguish them based on their source
IP addresses and record their timestamps separately. Based on a predefined synchronization
threshold (e.g., 30ms) and the real-time timing of each source, the MEC server can perform
operations such as pairing, buffering, and discarding of multi-source frames to ensure that the
synthesized frame exhibits optimal performance. Meanwhile, this frame synchronization func-
tion can also be configured through RESTful interfaces. The frame synchronization threshold
and required key performance metrics (e.g., throughput, playback latency) can be set using
the POST method and queried using the GET method through an authorized network mana-
gement interface. Figure 9 displays the application of the frame synchronization function on
Surreyods testbed. The rendering function can dir
Architecture (CUDA) library to utilize the graphic card resources of the platform, enabling effi-
cient computation and display of multi-source frames on this platform.

FIGUREQ:DEPLOYMENT OF FRAME PRODUCTI ON AND SYNCHRONI ZATI ON FUNCTI ON

3.1.2 Validation
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